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(€) Active vs Passive Attacks

(d} Configuranon management

Fiwtee 2 A% Hpmr_\:f
Note : Attempt all sections  as per
instructions.

Section-A
(Very Short Answer Questions)
Note : Attempt any two questions. Each
gquestion carries 7.5 marks,
2%7.5=15
1. 'What is Kerberos?
2. Discuss the Role of the digital signatures

in modern communication.

18026(Cv-11)/4 P.T.O

3. Explain Firewall Deslan principles, Suction-C
(Descriptive Answer Questions)

4, What s the need of Authentication?
Note : This section contains six questions,

& What is IP. See?
attempt any two questions. Each
Section-B
SELon question carrles 22.5 marks. Answer
(Short Answer Questions) must be descriptive, 2x%22,5=45

9. What is the purpose of 5/MIME? Discuss
the functionality of S/MIME, Also explain

Note : This section contains three questions,

attempt any one question. Fach

question carries 15 marks, 1x15=15 delta revocation,
10. What do you understand by virus? What

6. Explain the operations of secure socket
are the warious Intrusion detection

layer in detail,
approaches? Explain all,
7. Discuss the RSA Algorithm with an
11. What is the purpose of X.509 standards?
example
How Is an X-509 certificate revoked?
8. Compare secret key encryption & public 12. Define:
key encryption, Also find which method (i) PGP
gives the better complexity in terms of (if) Key Management

(i) Model for Internetwork Security

key distribution,
18026(Cv-11)/3 P.T.O.
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Mote : Attempt  guestions frem  all  the

sections as per instructions.
Saction-A
Note : Attempt any three guestions. Each

question carries 3 marks. Very short

answer is required.
1. What is the difference between HTTPs &

HTTP? 3
2, Discuss about various types of Intrud-

ers. 3
P.T.0.

Explain Kerberos, What are the
authentication requirements defined by
Kerberos? 15
What is firewall? Describe how firewall
can be used to protect the network? 15
What 5 Intruder. Explain Intrusion

detection system. Writeé Ssome measures

used for Intrusion detection. 15
Write short notes on three: Ex3=15
(a) SSL

(b) X.509

{c) Digital signatures
(d) SmmMP

(2} Virus & Related threats

1A026/3

3.  What is a proxy firewall? 3

4. What are the roles of Public and Private
key? 3

5. Define the term ‘Integrity”, 3

saction-B

Mote : Attempt any two questions.

6. What are the security protocols? Discuss
the benefits of IP sec. _ il L

7. what is Authentication? What are the

various authentication technigues. 7.5

f. Explain Secure Electranic Transaction.7.5

Section-C

Mote : Attempt any three guestions.

9. PBriefly explain the private & public

key cryptography. Define public  key

cryptagraphy with RSA. 15

1BO26/2
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Seellan A

(Very Short Answer Onentliong

Note © Attengs all duestinnin, Lach guesiions carries
Vinarks. Very slunt simwer is reguired,

h o T

Lo Dinerentinie Vineryption nnd | Jeeryplion, 3

2. Write down the principles o Security, A

Ao Lxplnin vinrions ypes ol virmes, i

Ao Wit i it Sipmatunes i

N lonm Tinetonrs meedol Ton i s e nelweik, )

https:/fwww, cosustudy. com

P4

11, Driscuns different ey ptographic Aldgorithms used in
SMIME. Dxplain how SAMIME is hetter than MIME.

15
13 (a) Explain the role of digital Signatures in the
bodern Communication, 10
{{b; Explain briefly about SNMPV ], g
13, Write shon noics on any three . Jul=|
{a)- Kerveros
(b YN
(c) SET

¢ PGP

|

Seclion-0
i5hort Answer Questions)

Note 1 Attempl any e guestions ool ol the Tollowing
thiee guestions. Bach guestion carries 7.5
marks.

. Wt is Do all? Diescribae how Girew all can be used

1o prodect the network, 1.5

Paplain SS1 protecol. 1 istthe serices provided by
S8 record protocol, 7.5
B Whatos Dntrusion Detection? Wrile some mcasurcs
used for Intrusion Detection, 7.5
Section=C
(Long Answer Questions)

Note : Attempl any three guestions out of the
lollowing five guestions. Each question carries

15 marks. Answer is required in detail.
9. Discuss RSA Algorithm with a suitable example. 15

10.  What is the purpose of X, 509 standard? How is an
X509 centificate revoked? |5

18024
L hitps:(fwww,ccaustudy.com



A o banbacel PPograw | 4
(FITTRT Tl Mg,
A W Noi,

18026

LA BExnmbnntion, June-2023
COMPUTER NIKTWORK SKCURITY
(A6

fMcivivinmm Marks -~ 7%

Note : Atvempt questions Trom el the ReCtions ws per
LU

Fiwwe TR |
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b PR T

Lo Dilterentinte Vaeryption amd | Jeeryption, 3

. Write down il principles ol Security, A
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i

11, Discuns differcnt eryprographic Algorithms used in
S/MIMIL. Explain how S/MIMI is hetter than MIME
15

l}‘.-' (a) Explain the role of digital Signatures in the

Maodem Communication. 10
(b Explain briefly about SNMPV3, 5
13.  Write shont notes on any three Ju5=]5
(a)- Kerveros
(- YN
(¢) SET

¢ rap

Y

Seclion-1
(shart Answer Questions)

Note 1 Atlempt any fwa guestions out of the Tollowing
thive guestions, Each guestion carries 7.5
muarks,

6. What es Gresall? Describe how lrewall con be used

o provfect the network, 1.5

:'-ul

I aplain SS1L protocol, st the serives provided by
S8 recerd protocol, 1.5
B Whates ntrusion Detection” Write some mcasures
used lor Intrusion Deteciion. 7.5
Section-C
{Long Answer Questions)

Note ; Atlempl any three questions out of the
lollowing live guestions, Each question carries

15 marks. Answer is required in detail.
9. Discuss RSA Algorithm with a suitable example, 15

10, What is the purpose of X 509 standard? How is an
X509 cenificate revoked? 15

1RO
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MNote : Attempt all the sections as per
instructions.
Section-A
{Very Short Answer Type Questions)
Note : Attempt all the five questions. Each
question carries 3 marks. 3x5=15
1. Define Attacks, What is the difference
between active and passive attacks?
2. What iz the purpose of Kerberos in
network security?

3. Write short notes on Authentication

Header (AH) in IP Security.

P.T.O.

hilps Hiwww.ccsustudy.com

Sactlon-C
(Long Answer Type Questions)

Note : Attempt any three questions. Each

10.

11.

14.

13,

question carries 15 marks, 15xI=d5
Explain the different types of security
services and mechan|sms used to protect
network communlcation,
Explain the working of the X.509
authentication framework. How does it
ENsuUre secure communication?
Describe the components of IPsec and
explain how It provides authentication
and confidentiality in network
communication,
Explain the working of the Secure Socket
Layer (S5L) and its role In ensuring
secure web communication.
Explain the different types of intrusion
detection system (IDS). How do they
help in securing a network?

41 mATE /T

4. What are the primary security
requirements for web security?

5. Define firewall. What are the main
functions of a firewall in netwaork security?

Section-B
{Short Answer Type Questions)

Mote : Attempt any two questions. Each

question carries 7% marks. 7Vix2=15

6. Describe the working of Kerberos
authentication protocol and its
advantages in network security.

7. What are the key differences between
Secure Socket Layer (S5L) and Transport
Layer Security (TLS)? Explain  their
importance in weh securiky,

B.  What are the different types of firewalls?
Explain their design principles and
functionality in ensuring system security.

18026/2
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